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(54) IMAGE MONITORING SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a device for scrambling a signal for limiting the 
monitor object range of a monitoring person in a device capable of efficiently 
transmitting and monitoring a monitor image to a distant place while using a 
communication path. * 

SOLUTION- In the image monitoring system composed of a transmission terminal and 
a reception terminal connected through the communication path, respective compressed 
data in plural image pickup devices 1*1 to 1-4 on the side of the transmission terminal 
are scrambled while using the identification symbols of the respective image pickup 
devices and respective compressed data in monitor object areas 5 and 6 among plural 
monitor areas on the side of the transmission terminal are scrambled while using an 
identification symbol for each monitor area. 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not 

reflect the original precisely. 

2.**** shows the word which can not be translated. 

3.ln the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]ln an image monitoring system which consists of a transmitting terminal 
device connected via a radio channel, and a receiving terminal device, Use a 
classification symbol of each of said imaging device for the compressed image 
data of each which has a picture header part from two or more imaging devices 
by the side of said transmitting terminal device, and apply scramble, and. An 
image monitoring system using a classification symbol for said every monitor 
area for compressed image data which has a packet header part from an 
imaging device which carried out grouping of said two or more imaging devices 
for every monitor area, and applying scramble. 

[Claim 2]Without scrambling a packet header part in a case of packet-izing 
compressed image data from an imaging device which carried out grouping for 
every picture header part of compressed image data of an imaging device of 
said transmitting terminal device, or said monitor area in an image monitoring 
system of a statement of claim 1 , An image monitoring system scrambling only 
data parts other than said picture header part or said packet header part, and 
carrying out by said scramble using specific data which changes in said picture 



header part or said packet header part. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 



[0001] 

[Field of the InventionJIn the remote image monitoring system using a radio 
channel, it Is related with the image monitoring system which applies to which 
and sends out scramble to a sending signal so that the third party who has bad 
faith cannot use a radio signal freely. 
[0002] 

[Description of the Prior Art]When monitor images were conventionally sent 
using a cable communication path, he seldom needed to be conscious of a third 
party with bad faith grasping the contents of monitor Images In the middle of a 
cable communication path, and abusing monitor images. 
[0003] 

[Problem(s) to be Solved by the lnvention]However. when transmitting a picture 
using radio. If it is a third party with bad faith, it can receive easily, and the 
electric wave by which radio Is carried out can grasp and abuse the contents of 
monitor images. Therefore, monitor images can be seen only to a specific 
hitcher on, and it Is necessary to a third party with bad faith to restrict a 
surveillance object field so that It cannot see. 
[0004] 



[Means for Solving the Problem]ln an image monitoring system with which an 
invention of claim 1 consists of a transmitting terminal device connected via a 
radio channel, and a receiving terminal device in order to solve this technical 
problem. Use a classification symbol of each of said imaging device for the 
compressed image data of each which has a picture header part from two or 
more imaging devices by the side of said transmitting terminal device, and apply 
scramble, and. From an imaging device which carried out grouping for every 
monitor area, said two or more imaging devices. Provide an image monitoring 
system using a classification symbol for said every monitor area for compressed 
image data which has a packet header part, and applying scramble, and an 
invention of claim 2, Without scrambling a packet header part in a case of 
packet-izing compressed image data from an imaging device which carried out 
grouping for every picture header part of compressed image data of an imaging 
device of said transmitting terminal device, or said monitor area in an image 
monitoring system of a statement of claim 1 , Scramble only data parts other than 
said picture header part or said packet header part, and said scramble. Specific 
data which changes in said picture header part or said packet header part is 
used, and a carrying-out image monitoring system is provided. 



[0005] 

[Embodiment of the lnvention]The block lineblock diagram of one example of the 
yard image monitoring system of this invention is shown in drawing 1 . In this 
example, two or more imaging devices 1 for surveillance exist with 4 sets, two 
imaging devices for surveillance are packed, and 2 sets of monitor areas are set 
up. And there is the portable monitor display device 13 used when it is the 
monitoring center and round surveillance by the monitor-images display 12 
whose surveillance is usually possible. 

[0006]With the image compression device 2, digital conversion of each signal of 
the imaging device 1 for surveillance is carried out, and graphical data 
compression is carried out. The scramble of the compressed data from the 
image compression device 2 is carried out using the classification symbol 30A 
peculiar to each imaging device by the scramble processing section 3. and 
scramble is doubly carried out using the classification symbol 30B according to 
monitor area, and wireless transfer is carried out by the wireless transmission 
part 4. 

[0007]The graphical-data-compression signal with which two or more scramble 
which received with the radio receiving device 7 was made is recorded on the 



image storage part 9 by the integrated control section 8, and it turns to 
descrambler processing and the decoding processing part 10. The integrated 
control section 8 manages the scramble processing method, change, etc. again, 
and when the scramble processing method is changed, the contents are 
recorded on the image storage part 9. Descrambler processing and the 
decoding processing part 10 dispel conversely the data signal which carried out 
scramble processing in a two-step step (it descrambles). 

fOOOSl Drawing 2 shows the block diagram of the descrambling processing and 
the decoding processing section 10, and only the number of imaging devices 
has the decoding processing section 24 of the descrambler 23 and a 
compressed image. The input signal 21 by which scramble was carried out is 
descrambled using the classification symbol 30B according to monitor area with 
the descrambler 22 according to monitor area. The descrambled signal is 
supplied to the descrambler 23 according to imaging device, and is descrambled 
using the classification symbol 30A peculiar to an imaging device. 
[0009]As a result, the compressed image data of a basis is obtained and the 
decoding processing section 24 decodes the data. The decrypted picture signal 
25 performs processing for displaying the picture of a screen separation display 



or a specific imaging device by the picture display processing parts 1 1 shown in 
drawing 1 . and displays it on the monitor-images display 12. 
[0010]The surveillance object picture which displays simultaneously the 
monitor-Images display 13 for round surveillance shown In drawing 1 is a piece. 
Therefore, it is the same as the case where the processing unit in the 
descrambling processing of drawing 2 and the decoding processing section 24 
considers 1 set. If it does not input whenever it sets beforehand the classification 
symbol according to monitor area, and the classification symbol according to 
imaging device as a portable display terminal then before beginning round 
surveillance, or it chooses a surveillance object picture, a surveillance object 
picture cannot be supervised normally. 

[0011]One example of the Image monitoring system of this invention is 
described In detail with a figure below. This example shown In drawing 1 T he 
imaging device 1, the Image compression part 2, the scramble processing 
section 3, the wireless transmission part 4, monitor area (1) 5, monitor area (2) 6, 
the radio receiving part 7, the integrated control section 8, the image storage 
part 9, descrambling processing, It comprises the decoding processing section 
10, the picture display processing parts 11, the monitor-Images display 12, and 



the portable display terminal 13. 

[0012]This example in drawing 1 is an example which Installed the video camera 
for surveillance in four places, for example, two video cameras for surveillance 
are installed in a warehouse A building, and other two video cameras for 
surveillance are installed in the warehouse B building, respectively. A 
warehouse A building means the monitor area 5, and a warehouse B building 
means the monitor area 6. There are the integrated monitor display device 12 
and the portable monitor display device 13 used at the time of round surveillance 
in a monitoring center. 

[0013]Digital conversion of each signal of the video camera 1 for surveillance is 
carried out using an A/D converter (not shown) with the image compression 
device 2, for example, graphical data compression Is carried out based on 
MPEG1 standard (ISO/IEC/1 172-2). 

[00141AS shown in drawing 3 , the coded data row by which graphical data 
compression is carried out turns into a coded data row compressed using field 
inner code-ized frame (I), the forward direction prediction-coding frame (P), and 
the both-directions prediction-coding frame (B). The picture (picture) header 
exists in the head of each frame, and the identification data of picture header 



identification data, I, P, and B frame type, the ordinal data of the frame, etc. are 
described. 

[0015]ln this example, the frame ordinal data which is data in a header which 
always changes is used for a header at the time of scramble without applying 
scramble. It is because the use from the third party by bad faith becomes difficult, 
so that scramble is complicated. 

r0016l Drawing 4 is one example of a scramble device (scramble processing 
section 3), and carries out the scramble of the compression signal using an M 
sequence signal generator. One example of the scramble device (scramble 
processing section 3) shown in drawing 4 comprises the circuit 32 for scramble 
initial setting, the shift register 33. the exclusive logic circuits 35 and 43. header 
detection, the control circuit 38. and the data change machine 40. 
[0017]lt is the example using X 32+x 7+x s+x 3+x 2 +x+l as an irreducible 
polynomial of an M sequence signal generator. The M sequence signal 
generator which generates an irreducible polynomial consists of the shift 
registers 33 and the exclusive "or circuits 35 which are shown in drawing 4 . 
[0018]The input data 36 shown in drawing 4 is the compressed image data from 
the compression zone 2 shown in drawing 1 , and header detection and the 



control circuit 38 are supplied , this header detection and the control circuit 38 
detect a header, and it is kept from scrambling this header part. That is, header 
detection and the control circuit 38 detect whether it is a header part, and supply 
the data switch signal 39 to the data change machine 40, and at the time of a 
header part, the output data 41 is created without applying scramble. 
[0019]Header detection and the control circuit 38 extract the variable 31 which 
shows the frame ordinal data in a header, and supply the variable 31 which 
shows this frame ordinal data to the circuit 32 for scramble initial setting. The 
circuit 32 for scramble Initial setting takes exclusive OR by the variable 31 which 
shows the frame ordinal data in the sign 30A of an imaging device, and a header, 
and supplies the output to the shift register 33 as the Initial value (sign for 
scramble Initial setting) 34 of a shift register. 

[0020]By the time the header part of compressed iniage data is completed, the 
initial value 34 of a shift register will be set In the shift register 33. The sign 30A 
of an imaging device is 32 bits (4 bytes), and it is considered as the code which 
changed "C-01" into the ASCII code in the surveillance camera 1-1. 
[0021]After said header part is completed, header detection and the control 
circuit 38 start the shift register 33 using the shift register control signal 37 to 



output, and generate the scramble signal 42. The data switch signal 39 is 
controlled simultaneously, the exclusive OR of the input compressed image data 
36 and the scramble signal 42 is taken in the exclusive OR circuit 43, and the 
scramble of the input compressed data 36 is carried out. Thus, the scramble of 
the input compressed data 36 is carried out by the scramble signal 42 which 
used the sign 30A of the imaging device as the key. The data is packet-ized in 
order to distinguish from the data of other cameras. 

[0022]One example of the packet composition of the easy monitor-images 
compression signal is shown in drawing 5 . Here, let one frame data (one of I, P, 
and the B) be one packet. First, there are the frame data length 53 which shows 
the data length of 52 or 1 image identification information which shows whether it 
is the data which it was, and the packet start code 51 photoed with which 
camera continuously as a packet header part, the time stamp 54 in which 
imaging time is shown, and the attached data 55, There is the compressed data 
56 by which scramble was previously carried out in addition to the packet header 
part (51-55), and one packet consists of these. 

[0023]Although scramble is performed according to a monitor area using the 
scramble device of drawing 4 explained previously next, how to apply the 



scramble according to this monitor area is explained below. Although this 
scramble processing is performed except for a packet header part (51-55), it 
carries out scramble processing of the compressed data by which scramble was 
already carried out again also including the picture header of the compressed 
image data 56 at this time. 

[0024]Thereby, as for compressed data, the scramble of a header part and the 
data part is carried out thoroughly, and those who do not know the composition 
of packet data in detail cannot know at all what is transmitted. 
[0025]As the variable 31 in the header in drawing 4 , 4 bytes of low rank of the 
time stamp 54 which is a packet composition factor of drawing 5 was used. . For 
example, it Is the variable 31 in the monitor area sign 308 with which "SO-A" and 
the warehouse B made the field sign of the warehouse A "SO-B", and a header. 
Exclusive OR is taken with the time stamp 54 in a packet header, the scramble 
initial value (sign for scramble initial setting) 34 is created, and the shift register 
33 is supplied. Other scramble processings are the processings as the scramble 
processing according to imaging device already explained except for having 
become packet data that the inputted image data 36 is completely the same. 
[0026] After said packet header portion is completed, header detection and the 



control circuit 38 start the shift register 33 using the shift register control signal 
37 to output, and generate the scramble signal 42. The data switch signal 39 is 
controlled simultaneously, the exclusive OR of the input compressed image data 
36 and the scramble signal 42 is taken in the exclusive OR circuit 43, and the 
scramble of the input compressed data 36 is carried out. Thus, the scramble of 
the input compressed data 36 is carried out by the scramble signal 42 which 
used the monitor area sign.30B as the key. Wireless transfer of this output data 
41 is carried out by the wireless transmission part 4. 

[0027]The data received in the radio receiving part 7 of the receiver is recorded 
on the image storage part 9 by the integrated control section 8. Efforts to prevent 
improper use of the third party who changes the classification symbol of a 
surveillance camera and a monitor area sign, and sometimes has bad faith with 
an administrator directions as much as possible are required for the integrated 
control section 8. Therefore, when the classification symbol of a surveillance 
camera and a monitor area sign are changed, it is necessary to save. 
[0028]The monitor images of the past which the third party accumulated cannot 
decode only an administrator then freely, either, and those who can indicate this 
preserved data cannot see. The data from the integrated control section 8 is sent 



to descrambling processing and the decoding processing section 10. Drawing 2 
shows the composition of the descrambling processing and the decoding 
processing section 10 with a block. 

[0029]The descrambling processing and the decoding processing section 10 
which are shown in drawing 2 comprise the descrambler 22 according to monitor 
area, the descrambler 23 according to imaging device, and the decoding 
processing section 24. The input signal 21 here is the signaling information by 
which scramble was carried out according to the monitor area. First, 
descrambling processing is performed in the descrambler 22 according to 
monitor area. 

[0030]The descrambler 22 is also the same composition as drawing 4 . Out of the 
input data 36, the PAKKETTO start code of drawing 5 is header detected, and is 
detected in the control circuit 38, and 4 bytes of low rank of the time stamp 54 is 
taken out out of a packet header part. 

[0031 ]The scramble initialized value sign (initial value of a shift register) 34 is 
made from the variable 31 in this header, and the monitor area sign 30B, and it is 
considered as the initial value of the shift register 33. It is considered as the 
output data 41 outputted as it is by header detection and the control circuit 38 



without descrambling a packet header portion; 

[0032]lt can descramble by operating the shift register 33 In addition to a packet 
header part, generating the completely same signal series as a scramble signal, 
and taking exclusive OR in the input data 36 and the exclusive OR circuit 43. 
[0033]The output signal 41 descrambled according to the monitor area returns to 
the compressed original data by descrambling with the descrambler 23 
according to a surveillance camera similarly. 

[0034]The descrambler 23 shown in drawing 2 is also the same composition as 
drawing 4 . Out of the input data 36, the PAKKETTO start code of drawing 5 is 
header detected, and is detected in the control circuit 38, and the variable 31 
which shows the frame ordinal data in the header of the compressed data 56 is 
taken out. 

[0035]The scramble initialized value sign (initial value of a shift register) 34 is 
made from the variable 31 in this header, and the imaging device sign 30A, and 
it is considered as the initial value of the shift register 33. It is considered as the 
output data 41 outputted as it is by header detection and the control circuit 38 
without descrambling a header part. 

[0036]lt can descramble by operating the shift register 33 in addition to a header 



unit, generating the completely same signal series as a scramble signal, and 
taking exclusive OR in the input data 36 and the exclusive OR circuit 43. The 
decrypted image data 25 is obtained by decoding the compressed descrambling 
data. 

[0037]The image data 25-1 to 25-4 of four sets of the surveillance cameras 
which are the outputs of descrambling processing and the decoding processing 
10 performs processing for displaying the picture of a screen separation display 
or a specific imaging device on the monitor-images display 12 by the picture 
dispiay processing parts 11. The portable display terminal 13 is used when 
patrolling the warehouse A and the warehouse B distant from the monitoring 
center. It is used in order to check that the malicious third party has not invaded 
in a warehouse before going into a warehouse. 

[0038]The surveillance object picture of the portable display terminal 13 which 
can be displayed is a piece simultaneously. The radio receiving part 7, 
descrambling processing, the decoding processing section 10, and the picture 
display processing parts 11 recognize lot existence. Therefore, although 
descrambling processing and 4 sets of decoding processing sections 10 exist in 
drawing 2 . they perform the completely same operation as the processing which 



the lot explained previously. 

[0039] However, if it does not input whenever it inputs beforehand the 
classification symbol 30B according to monitor area, and the classification 
symbol 30A of an imaging device before beginning round surveillance, or it 
chooses a surveillance object picture, a surveillance object picture cannot be 
supervised normally. 

[0040]Although the scramble processing section of the example of this invention 
is shown in drawing 4 , if the number of stages of the shift register 33 is increased, 
improper use of the third party who has bad faith further can be prevented. If 
change the scramble processing method by the side of a surveillance camera, 
and the scramble processing method according to monitor area, the method of 
scramble is made into a more advanced disposal method or scramble 
processing is further used as multistage, it will become strong to the prevention 
from improper use. 

[0041 ]ln this invention, like a radio monitoring device, since the third party who 
has bad faith easily conversely is able to abuse, the supervising system which 
can grasp the situation of the spot easily using a portable display terminal can 
build the system which cannot be abused easily. 



[0042] 

[Effect of the lnvention]So that a third party with bad faith cannot see monitor 
images freely, when transmitting the picture of the imaging device to supervise 
using a radio channel according to this invention, A third party's use can be 
restricted by carrying out the scramble of the compressed image data using both 
the signs that identify the classification symbol and supervisory object as a 
general term of a surveillance object. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1]T he block lineblock diagram of one example of the image monitoring 
system of this invention is shown. 

[Drawing 2]T he descrambling processing of the image monitoring system of this 
invention and the block lineblock diagram of one example of a decoding 
processing section are shown. 

[Drawing 3] The lineblock diagram of one example of the picture signals set of 
one camera used with the image monitoring system of this invention is shown. 
[Drawing 41 The block lineblock diagram of one example of the scramble 
processing section (scramble device) used with the image monitoring system of 
this invention is shown. 

[Drawing 5] The composition of one example of the packet of the monitor-images 
compression signal used with the image monitoring system of this invention is 
shown. 



[Description of Notations] 

1, 1-1,1-2, and 1-3,1-4 Imaging device 

2, 2-1 ,2-2, and 2-3,2-4 Image compression part 

3, 3-1 ,3-2, 3-3,3-4 scramble processing section 

4, 4-1 ,4-2, and 4-3,4-4 Wireless transmission part 

5 Monitor area 1 

6 Monitor area 2 

7 Radio receiving part 

8 Integrated control section 

9 Image storage part 

10 DescramblIng processing, a decoding processing section 

1 1 Picture display processing parts 

12 Monitor-images display 

1 3 Portable display terminal 
21 Input data 

21-1 Data relevant to the imaging device 1-1 
21-2 Data relevant to the imaging device 1-2 
21-3 Data relevant to the imaging device 1-3 



21-4 Data relevant to the imaging device 1-4 

22, 22-1,22-2, and 22-3,22-4 Descrambier according to monitor area 

23, 23-1,23-2. and 23-3,23-4 Descrambier according to imaging device 

24, 24-1,24-2, and 24-3,24-4 Decoding processing section 
25 The decrypted picture signal 

30 A classification symbol peculiar to an imaging device, or the classification 
symbol according to monitor area 

30A A classification symbol peculiar to an imaging device 
306 The classification symbol according to monitor area 

31 The variable in a header (lower byte of the time stamp 54 in the data in which 
a frame order in the image data 56 is shown, and a packet header part) 

32 The circuit for scramble initial setting 

33 Shift register 

35 and 43 Exclusive "or" circuit 

38 Header detection, a control circuit 

40 Data change machine 

41 Output data 

42 Scramble signal 



51 Packet start code 

52 Image identification information 

53 Frame data length 

54 Time stamp 

55 Attached data 

56 Compressed image data 



